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Cryptography Part
Lixam 18 December 2014

Choose three of the four exercises.

1. Show that computing squarc roots module n = pg s as hard as computing square roots
modulo n®, where p, ¢ are unknown prime numbers of the same size. To do it, consider the
following steps: '

{a) Show than for any 8 € Z,, and y1 € 5, yo = y; + 8n s a squarc in Z, if and only if
; - . e by T
%1 i asquare in 2.
{b) Given a square root x; € ZS of 1y € Z), show how to compute a squarc root of
Y2 =y ok O € 1, of the form 2y = x; + an. '

(¢} Write a formal statement saying that fi 25 — 27 such that fi{z) = t* modn is a
one-way function. Do the same for fy 1 2% - Z% such that fo(x) = & mod n?

1) Build a polynomial-time algorithm 4; that broaks the one-wayness of f2 [rom any algo-
rithm A, that breaks the one-wayness of fi, with at least the same success probability.

{e) Show now a similar reduction working in the other direction.

2. Let G be a cyelic group of prime order g and let g € G be a generator. Consider the foliowing
3 group 1 g
public key encryption scheme, where the secret key is a random pair (z;, z3) € %j? the public
koy 18 (g%, ¢°), and the encryptions of m € G are (g7, g™, my™ ™), where v,m € Zy
are random.
(a) Write the encryption algorithm in details.
{b} Describe the decryption procedure.

{c) Write a homomorphic property of the above encryption scheme.

{d} Which security level do you think the scheme can achicve?




3. Let G be a cyelic group of prime order ¢ = 2% and let y '€ ¢ be a gencrator. The Com-
putational Dithe-Hellman (CDH) problem in G consists in computing g% when given input
{g,¢%.9%), for random and independent z,y ¢ Z,. '

Suppose that § admits a bilinear pairing ¢ © § X § — Gp for a group Gp with order g,
generated by e(g, g}, Consider the following family of functions, paramcterized by A € G

{/a

(a)

(b)

(©

(d)

2 G = Gr}acg, where f4(B) = e(A4. B).

Prove: assuming the hardness of the CDH problem, the family {f1}aeg 18 a family of
one-way functions (that is, for a random choice of A & § and 1" & Gy, the probability

Deseribo the homomorphic propertios of the one-way funection [,
S ProL _ Y JA

Analogously to what we saw in the course for the exponentiation onc-way function, give
a 3-moves zero-knowledge proof of knowledge protocol where a prover proves knowledge

of B € G such that f4(B) =T, for public values A € § and T € Gp. Sketeh the proof
for the security properties of this protocol.

Describe the protocols of a signature scheme constructed from the previous 3-moves
zero-knowledge proof of knowledge protocol.

the basis Tg == {{, P}, {Fo, Pab, {Fs. Fad, {0 Pad { P, Pat b The goal is to design a linecar
secret sharing scheme for T with the shortest possible shares.

()

Prove that it 18 not possible to realize this access structure in an ideal way, with a

In this case of binary secrets, describe the Hnear secret sharing scheme {vectors, shares...)
that results {from applying the gencral construction {(based on dual access structures).
What is the mformation rate of this scheme 7

Prove that there is an ideal {vector space) secret sharing scheme for I if we move to
B, = {0,1....,g — 1} for ¢ > 2 being a prime. [Hint: ¢ = 3 and vectors with two

Discuss the relation between I' and a {2, 4}-threshold access structure; use this fact to
give a modification of Shamir's threshold secret sharing scheme that realizes I' when
the secrets belong to Fy and g > 4.
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